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DETAILED ACTION 

Response to Amendment 

1. Applicant's amendment filed 25 October 2001 amends claims 1-9. Applicant's 
amendment has been fully considered and is entered. 

Claim Rejections - 35 USC §112 

2. The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

3. Claims 1, 6, 9 are rejected under 35 U.S.C. 112, second paragraph, as being indefinite for 
failing to particularly point out and distinctly claim the subject matter which applicant regards as 
the invention. 

4. Claim 1 recites the limitation "the recorded message" in line 8. There is insufficient 
antecedent basis for this limitation in the claim. 

5. Claim 1 recites the limitation "the recorded message being enciphered by a cipher unit 
with the date, time and serial number held in the said cipher data register" which renders the 
claim vague and indefinite because it is unclear whether the recorded message is being encrypted 
by the date, time and serial number that is held in the cipher data register or if the recorded 
message is merely being encrypted by a cipher unit which happens to contain the cipher data 
register that holds the date, time and serial number. Claim 1 later goes on to recite "geographical 
location information is used by the cipher unit to encipher the recorded message", which further 
adds to the vague and indefiniteness of the claim language because it is unclear exactly how the 
recorded message is encrypted/enciphered and with what the recorded message is 
encrypted/enciphered. For the purposes of examination the claim limitations will be given their 



Application/Control Number: 09/980,73 1 Page 3 

Art Unit: 2132 

broadest definite interpretation, which will be "the recorded message is enciphered" since the 
manner in which the recorded message is enciphered is vague and indefinite. 

6. Claim 6 recites the limitation "the recorded information" in line 3. There is insufficient 
antecedent basis for this limitation in the claim. 

7. Claim 6 recites the limitation "the recorded informaiton being enciphered by a cipher unit 
with the date, time and serial number held in the said cipher data register" which renders the 
claim vague and indefinite because it is unclear whether the recorded information is being 
encrypted by the date, time and serial number that is held in the cipher data register or if the 
recorded information is merely being encrypted by a cipher unit which happens to contain the 
cipher data register that holds the date, time and serial number. Claim 1 later goes on to recite 
"geographical location information is used by the cipher unit to encipher the recorded 
information", which further adds to the vague and indefiniteness of the claim language because it 
is unclear exactly how the recorded message is encrypted/enciphered and with what the recorded 
message is encrypted/enciphered. For the purposes of examination the claim limitations will be 
given their broadest definite interpretation, which will be "the recorded information is 
enciphered" since the manner in which the recorded information is enciphered is vague and 
indefinite. 

8. Claim 9 recites the limitation "the private key encrypted date, time, serial number and 
geographic location of the set top box" in lines 4-5. There is insufficient antecedent basis for this 
limitation in the claim. 

9. Claim 9 recites the limitation "the work" in line 6. There is insufficient antecedent basis 
for this limitation in the claim. 
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10. Claim 9 recites the limitation "the short message service system" in line 7. There is 
insufficient antecedent basis for this limitation in the claim. 

Claim Rejections - 35 USC §102 

1 1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 2 1(2) of such treaty in the English language. 

12. Claims 1, 2, 4-8, are rejected under 35 U.S.C. 102(e) as being anticipated by 
Schumacher, U.S. Patent No. 6,269,446. Referring to claims 1, 6, Schumacher discloses a system 
for authenticated images from digital cameras wherein the images are authenticated by deriving a 
digital signature based on both coded GPS data and image data, and by storing the digital 
signature in the image file header (Col. 1, line 66 - Col. 2, line 3), which meets the limitation of 
a device for use in validating recorded digitized information including voice, video, telemetry or 
computer generated information or the like, characterized in that the device includes a tamper- 
proof unit accommodating means, the device being arranged in operation to produce a data file 
for recording on standard recording media having a header and an enciphered message, the 
device further including a geophysical location defining unit for generating geophysical location 
information indicative of the actual location of the device. A message digest is created for the 
image data, with the message digest being derived from the image data itself together with GPS- 
derived data such as time stamp data, location data and camera information, such as a serial 
number of the camera (Col. 2, lines 4-12), which meets the limitation of the recorded message 



Application/Control Number: 09/980,73 1 Page 5 

Art Unit: 2132 

being enciphered by a cipher unit with the date, time and serial number held in the said cipher 
register, geophysical location information is used by the cipher unit to encipher the recorded 
message and is included by the encryption unit in the encryption header. The message digest is 
encrypted with a private key secure with the digital camera (Col. 2, lines 13-14), which meets the 
limitation of the header contains the private key encrypted date, time and serial number used in 
the cipher process provided by an encryption unit, a cipher data register and the private key of a 
public/private key encryption pair allocated to the device. 

Referring to claim 2, Schumacher discloses that the location information comes form a 
global positioning system (Col. 2, lines 4-9). 

Referring to claims 4, 8, Schumacher discloses that a message digest is created for the 
image data, with the message digest being derived from the image data itself together with GPS- 
derived data such as time stamp data, location data and camera information, such as a serial 
number of the camera (Col. 2, lines 4-12), which meets the limitation of the encryption unit also 
creates a digital fingerprint for incorporation in the header which said digital fingerprint 
comprises a unique value calculated from the message. 

Referring to claim 5, Schumacher discloses that the digital camera authenticates the 
location information from the GPS unit before the information is used cryptographically in the 
header (Col. 3, lines 44-49), which meets the limitation of location identifier is programmed with 
the actual geophysical location of the device and is arrange to inhibit the operation of the cipher 
unit and the encryption unit if the values of the actual geophysical location information generated 
by the geophysical unit to not equate. 
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Referring to claim 7, Schumacher discloses that the digital images can be authenticated 
using a trusted third party (Col. 2, lines 32-36), 

Claim Rejections - 35 USC §103 

13. The following is a quotation of 35 U.S. C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

14. The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1, 148 USPQ 459 
(1966), that are applied for establishing a background for determining obviousness under 35 
U.S.C. 103(a) are summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating obviousness 
or nonobviousness. 

15. Claim 3 is rejected under 35 U.S.C. 103(a) as being unpatentable over Schumacher, U.S. 
Patent No. 6,269,446, in view of Alperovich, U.S. Patent No. 6,317,609. Referring to claim 3, 
Schumacher discloses transferring the digital image information from the digital camera to a PC 
or other device (Col. 4, line 66 - Col. 5, line 3), but does not disclose distributing the image 
information using a short message service system. Alperovich discloses a method for 
transmitting digital images wherein a digital camera transmits digital images using the short 
message service (Col. 6, lines 1 1-19 & Abstract). It would have been obvious to one of ordinary 
skill in the art at the time the invention was made to provide the authentication system of 
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Schumacher with the ability to transmit the images using the SMS technology to cellular phones 
as taught in Alperovich (Col. 6, lines 11-19). 



16. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Benjamin E. Lanier whose telephone number is 571-272-3805. 
The examiner can normally be reached on M-ThO 7:30am-5:00pm, F 7:30am-4pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 



Conclusion 





Benjamin E. Lanier 
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